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To The Fiscal Committee Of The General Court:

We have audited the financial statements of the New Hampshire Liquor Commission as of and for
the fiscal year ended June 30, 2024 and have issued our report thereon dated March 14, 2025.

This management letter, a byproduct of the audit of the New Hampshire Liquor Commission for the
fiscal year ended June 30, 2024, contains our Independent Auditor’s Report On Internal Control Over
Financial Reporting And On Compliance And Other Matters Based On An Audit Of Financial
Statements Performed In Accordance With Government Auditing Standards, and related audit
findings. The current status of prior audit findings, beginning on page 29, provides a summary of the
status of observations presented in the fiscal year 2023 and fiscal year 2022 New Hampshire Liquor

Commission management letters.

The New Hampshire Liquor Commission’s fiscal year 2024 Annual Comprehensive Financial Report
can be accessed online at: https://ec.nh.gov/lba/auditreports/financialreports.aspx
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Independent Auditor’s Report On Internal Control Over Financial Reporting And On
Compliance And Other Matters Based On An Audit Of Financial Statements Performed In
Accordance With Government Auditing Standards

We have audited, in accordance with the auditing standards generally accepted in the United States
of America and the standards applicable to financial audits contained in Government Auditing
Standards issued by the Comptroller General of the United States, the financial statements of the
New Hampshire Liquor Commission which comprise the Statement of Net Position as of June 30,
2024 and the related Statements of Revenues, Expenses, and Changes in Net Position and Cash
Flows for the fiscal year then ended, and the related notes to the financial statements, which
collectively comprise the New Hampshire Liquor Commission’s basic financial statements, and
have issued our report thereon dated March 14, 2025.

Report On Internal Control Over Financial Reporting

In planning and performing our audit of the financial statements, we considered the New
Hampshire Liquor Commission’s internal control over financial reporting (internal control) as a
basis for designing audit procedures that are appropriate in the circumstances for the purpose of
expressing our opinion on the financial statements, but not for the purpose of expressing an opinion
on the effectiveness of the New Hampshire Liquor Commission’s internal control. Accordingly,
we do not express an opinion on the effectiveness of the New Hampshire Liquor Commission’s
internal control.

Our consideration of internal control was for the limited purpose described in the preceding
paragraph and was not designed to identify all deficiencies in internal control that might be
material weaknesses or significant deficiencies and therefore, material weaknesses or significant
deficiencies may exist that were not identified. Given these limitations, during our audit, we
identified certain deficiencies in internal control that we consider to be material weaknesses and
significant deficiencies.

A deficiency in internal control exists when the design or operation of a control does not allow
management or employees, in the normal course of performing their assigned functions, to prevent,
or detect and correct, misstatements on a timely basis. A material weakness is a deficiency, or a
combination of deficiencies, in internal control such that there is a reasonable possibility that a
material misstatement of the entity’s financial statements will not be prevented, or detected and
corrected, on a timely basis. We consider the deficiencies described in Observations No. 1 and No.
2 to be material weaknesses.
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STATE OF NEW HAMPSHIRE
Li1QUOR COMMISSION

RECOMMENDATION SUMMARY

Observation
Number

Page

Legislative
Action

- May Be

Required

Recommendations

-Agency
Response

No

Expand understanding of the NextGen
system. Create a data dictionary for
NextGen. Develop and document
policies and procedures, and institute
controls over transaction processes.

Concur

No

Establish and document a formal risk
assessment process for identifying,
analyzing, and responding to risks,
especially risks related to the
implementation of the NextGen system.
Regularly review financial and
operational activities for indicators of
risk exposure and establish and monitor
controls to address those risks.

Concur

10

No

Implement an effective reconciliation of
NextGen accounts to NH FIRST. The
reconciliation should be completed
timely by an employee independent of
the recording process, be comprehensive
and include investigation and resolution
of significant discrepancies, and be
reviewed and approved by management.
Communicate difficulties in performing
reconciliations to the Department of
Administrative Services and seek their
guidance.

Concur

11

No

Strengthen the daily cash receipt control
process by establishing policies and
procedures, and maintaining
documentation to provide evidence of the
daily reconciliation of cash receipts and
recorded revenues to the bank deposits.
Investigate discrepancies and make
corrections timely.

Concur

12

No

Maintain detailed subsidiary ledgers to
support accounts receivable and payable
balances. Periodically reconcile the
ledgers to the NH FIRST general ledger

Concur









































































Significant Deficiencies

Observation No. 13

Revoke Developer Access To NextGen Production Environment

Dévelopers with privileged, system administrator-level permissions in the Liquor Commission’s
NextGen system had access to production applications and data, contrary to recognized industry
standards which require a proper segregation of duties between development and production

environments.

The International Organization for Standardization (ISO) 27002 Control 8.31 emphasizes the
importance of separating development, test, and production environments to prevent security risks,
-such as data exposure or unauthorized access. ISO Control 8.31 enables organizations to maintain
confidentiality, integrity, and ‘availability of sensitive information assets by ‘segregating
developing, testing, and production environments through appropriate procedures, controls, and
policies. Failure to properly segregate development, test, and production environments may result
in loss of confidentiality, integrity, and availability of information assets.

According to the Commission, developers were granted access to NextGen’s production system,
including the data to support the system, as needed. These extra permissions allowed developers
to make changes to application code and configurations in the live production environment.
Without a proper segregation of duties, developers could have unknowingly or maliciously
introduced changes to the NextGen system threatening the confidentiality, integrity, and
availability of the Commission’s information assets.

Recommendation:

We recommend the Liquor Commission establish a proper segregation of duties between the
development and production environments in the NextGen system. Developer access to the
production environment should be revoked to help prevent security risks, such as data
exposure or unauthorized access. Responsibility for promeoting new or revised programming
should be performed by someone who has no access to the development environment.

Auditee Response:

We concur.

The Commission’s process to deploy code to the production environment has a segregation of
duties between the developer of the code, the individual doing code review, and the individual
promoting the code, in that these are 3 separate individuals. We will review access that developers
have to determine if access should be revoked. However, due to the small staff size that the
Commission has to support the software, there is a need to have key individuals with access to

both.
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